Without serially numbered stubs and signatures, any person could forge ballot cards.
Forged ballot cards can be submitted for tabulation secretly and independently because,
unlike most district tabulating equipment, the ExpressVote XL tabulator is inside a
privacy curtain, where election workers cannot observe voter activity.

Serially numbered stubs prevent “chain voting.” Professor Doug Jones describes the
fraud technique and the defense against it: “The organizer of the chain needs one valid
ballot to begin with. He then marks this ballot and gives it to a voter willing to participate
in the fraud. With each participant, the organizer instructs the participant to vote the pre-
voted ballot and bring back a blank ballot from the polling place. Voters are paid for the
blank ballot. The best defense against chain voting involves printing a unique serial
number on a removable stub on each ballot. When ballots are issued to voters, the stub
numbers should be recorded. No ballot should be accepted for deposit in the ballot box
unless its stub number matches a recently issued number. Finally, to preserve the voter’s
right to a secret ballot, the stub should be torn from the ballot before it is inserted in the
ballot box.”s

It should be demonstrated that the required ballot cards are possible and that the
ExpressVote XL is capable of using them.6

5. Valid Marks on a Ballot Card

The ExpressVote XL violates § 1112-A, 25 P.S. § 3031.12 (b)(2-4), which applies to
districts using paper ballots or ballot cards.

The three procedures in § 3031.12 (b)(2-4) each specify that a voter shall vote on a ballot
card by “making a cross (X) or check (¥) mark or by making a punch or mark sense
mark in the square opposite the name” of the candidate, the party, the write-in position, or
the answer to a ballot question. The type of mark and its position relative to the name is
specified six times in total.

The ExpressVote XL does not make a cross or check mark or make a punch or mark
sense mark, nor does it permit a voter to do so. On an ExpressVote ballot card there is no

% “On Optical Mark-Sense Scanning,” Douglas W. Jones, in Towards Trustworthy Elections, 2010, Page
178, available at http://homepage.cs.uiowa.edu/~jones/voting/OpticalMarkSenseScanning.pdf

6 Upon information and belief, the ExpressVote XL could be made to use compliant ballot cards, as ES&S

apparently offered serially numbered cards in Michigan. However, the machines certified and used in
Pennsylvania do not use compliant ballot cards.
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square opposite the name in which to place any mark. Instead a barcode is printed near
the top of the ballot card, separate and far from the name. The barcodes are not even
listed in the same order as the names are listed.

The type of mark and its position relative to the name is an important requirement. A
valid mark next to a corresponding name allows the voter to verify that each vote
matches her intent prior to casting the ballot card, ensuring the principle of “cast as
intended.” A valid mark next to a corresponding name allows election officials or any
person to easily observe, count, and audit the vote, without software or special
equipment. The Election Code intends for the meaning of each vote to be transparent and
software independent.

6. Indicated Voting Positions on Ballot Cards
The ExpressVote XL violates § 1109-A, 25 P.S. § 3031.9 (a)(2).

“The pages placed on the voting device shall be of sufficient number to
include, following the listing of particular candidates, the names of
candidates for any nonpartisan offices and any measures for which a voter
may be qualified to vote on a given election day, provided further that for
municipal, general or special elections, the first ballot page shall list in the
order that such political parties are entitled to priority on the ballot, the
names of such political parties with designating arrows so as to indicate the
voting square or position on the ballot card where the voter may insert
by one mark or punch the straight party ticket of his choice.” (Emphasis
added).

The ExpressVote XL violates § 1109-A, 25 P.S. § 3031.9 (d).

“In partisan elections the ballot cards shall include a voting square or
position whereby the voter may by one punch or mark record a straight
party ticket vote for all the candidates of one party or may vote a split ticket
for the candidates of his choice.” (Emphasis added).

The ExpressVote XL lists political parties on the touchscreen. If a voter makes a straight

party choice, the ExpressVote XL will later record the selection by printing a barcode and
human-readable text on the ballot card. This process does not meet the requirements.
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An electronic voting machine is required to list the political parties with arrows to
indicate positions on the ballot card. The ExpressVote XL does not indicate voting
positions on the ballot card, nor does it use any “designating arrows.” In fact, there are no
fixed positions on the ballot card—the location of the barcode and human-readable text
will vary depending on the voter’s other selections.

7. Unlawful Assistance in Voting
The ExpressVote XL would require voters to violate § 1218, 25 P.S. § 3058 (a):

“No voter shall be permitted to receive any assistance in voting at any
primary or election, unless there is recorded upon his registration card his
declaration that, by reason of blindness, disability, or inability to read or
write, he is unable to read the names on the ballot or on the voting machine
labels, or that he has a physical disability which renders him unable to see
or mark the ballot or operate the voting machine, or to enter the voting
compartment or voting machine booth without assistance, the exact nature
of such condition being recorded on such registration card, and unless the
election officers are satisfied that he still suffers from the same condition.”

The ExpressVote XL would require election officers to violate § 1111-A, 25 P.S. §
3031.11 (b):

“At the polling place on the day of the election, each voter who desires
shall be instructed, by means of appropriate diagrams and a model, in the
operation of the voting device before he enters the voting booth. If any
voter shall ask for further instructions concerning the manner of voting
after entering the voting booth, any election officer may give him audible
instructions without entering such booth, but no such election officer
shall when giving such instructions in any manner request, suggest or seek
to persuade or induce any such voter to vote any particular ticket or for any
particular candidate or other person or for or against any particular
question.” (Emphasis added).

The ExpressVote XL would require voters and election officers to violate § 1220, 25 P.S.
§ 3060 (a):
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“... No elector shall be allowed to occupy a voting compartment or voting
machine booth already occupied by another, except when giving assistance
as permitted by this act.”

When any voter using the ExpressVote XL wants to spoil her ballot card or wants to
handle the ballot card for physical review, they must select an option in the interface to
“Quit.” The ExpressVote XL displays on screen (and reads into the audio ballot) the
message: “Vote Session Canceled. Your ballot was canceled with no votes cast. Ask an
election official for help.” The ExpressVote XL emits a chiming sound to alert a poll
worker. A poll worker must enter the voting booth, touch a designated location on the
screen, enter an administrator password using an on-screen keypad, and retrieve the ballot
card from the windowed container where it is held.

All voters have the right to spoil their ballot card. (§ 1112-A, 25 P.S. § 3031.12 (b)(5):
“Any voter who spoils his ballot may return it and secure another.”) A voting system is
required to allow voters to spoil their ballot card. (§ 1107-A, 25 P.S. § 3031.7 (10): “If it
is of a type that uses paper ballots or ballot cards to register the vote and automatic
tabulating equipment to compute such votes, the system shall provide that a voter who
spoils his ballot may obtain another ballot”.) The ExpressVote XL does not allow a voter
to spoil her ballot card without a poll worker entering the booth in violation of the above
requirements,

Voters with disabilities may wish to handle the ballot card to verify it using a magnifier or
other personal assistive device. This is only possible with poll worker assistance and is
only permitted if the voter has previously recorded their disability on their voter
registration. Voters who have recorded a disability may “select a person” to enter the
voting booth (§ 1218, 25 P.S. § 3058 (b)). This person could be a poll worker, but if
another person has already been selected to assist, a poll worker entering the booth would
violate the above requirements.

This deficiency has consequences for both the voter and the poll worker. § 1830, 25 P.S. §
3530 (“Unlawful assistance in voting”) specifies that any voter “who, without having
made the declaration under oath or affirmation required by section 1218 of this act ...
shall permit another to accompany him into the voting compartment or voting machine
booth” or “any person who shall go into the voting compartment or voting machine booth
with another while voting or be present therein while another is voting™ is guilty of a
misdemeanor and will be sentenced to pay a fine, imprisonment, or both.
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8. Poll Workers in the Booth and Ballot Secrecy

The ExpressVote XL violates § 1107-A, 25 P.S. § 3031.7 (1), which requires that a voting
system:

“Provides for voting in absolute secrecy and prevents any person from
seeing or knowing for whom any voter, except one who has received or is
receiving assistance as prescribed by law, has voted or is voting.”

The ExpressVote XL violates the Help America Vote Act of 2002 (HAVA), § 301(a)(1)(A)
(11), which requires that a voting system shall:

“provide the voter with the opportunity (in a private and independent
manner) to change the ballot or correct any error before the ballot is cast
and counted (including the opportunity to correct the error through the
issuance of a replacement ballot if the voter was otherwise unable to change
the ballot or correct any error)”

The previously described procedure for spoiling a ballot card on the ExpressVote XL
allows the poll worker, upon entering the voting booth, to view the selections on the
ballot card through the windowed container and while handling the ballot card. The poll
worker will look directly at the ballot card while extracting it from the container. The poll
worker can see and know for whom the voter has voted or is voting. The ExpressVote XL
does not allow any voter to privately and independently correct an error through the
issuance of a replacement ballot.

It is also noteworthy that this procedure reveals an administrator password to the voter.
The poll worker enters the password in front of the voter using an on-screen keypad and
each character is displayed in the input field as it is typed. During public demonstrations
of the ExpressVote XL, several members of the public reported easily observing the
administrator password used.

9. Accessibility

The ExpressVote XL violates § 1107-A, 25 P.S. § 3031.7(5), which requires that a voting
system:

“Permits each voter to vote for any person and any office for whom and for
which he is lawfully entitled to vote, whether or not the name of such
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person appears upon the ballot as a candidate for nomination or
election.” (Emphasis added).

The ExpressVote XL violates § 1107-A, 25 P.S. § 3031.7(3), which requires that a voting
system:

“Permits each voter...to vote a straight political party ticket...by one mark
or act, to vote for all the candidates of one political party for every office to
be voted for, and every such mark or act shall be equivalent to and shall be
counted as a vote for every candidate of the political party so marked
including its candidates for presidential electors, except with respect to
those offices as to which the voter has registered a vote for individual
candidates of the same or another political party or political body, in which
case the automatic tabulating equipment shall credit the vote for that office
only for the candidate individually so selected, notwithstanding the fact that
the voter may not have individually voted for the full number of candidates
for that office for which he was entitled to vote.” (Emphasis added).

The ExpressVote XL violates the Help America Vote Act of 2002 (HAVA), § 301(a),
which requires that a voting system shall:

1.A.i: “permit the voter to verify (in a private and independent manner) the
votes selected by the voter on the ballot before the ballot is cast and
counted.”

1.A.ii: “provide the voter with the opportunity (in a private and independent
manner) to change the ballot or correct any error before the ballot is cast
and counted (including the opportunity to correct the error through the
issuance of a replacement ballot if the voter was otherwise unable to change
the ballot or correct any error).”

3.A: “be accessible for individuals with disabilities, including nonvisual
accessibility for the blind and visually impaired, in a manner that provides
the same opportunity for access and participation (including privacy and
independence) as for other voters.”

To the extent that any HAVA Section 261 funds are involved, use of the ExpressVote XL
also violates HAVA § 261 (b):
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An eligible State and eligible unit of local government shall use the
payment received under this part for— (1) making polling places . . .
accessible to individuals with disabilities, including the blind and visually
impaired, in a manner that provides the same opportunity for access and
participation (including privacy and independence) as for other voters.

The Pennsylvania Certification of ES&S EVS 6.0.2.1 included an accessibility testing
report on pages 68-94. The ExpressVote XL was harshly reviewed by the accessibility
test group.

“Every participant had at least one problem, despite relatively high election knowledge
and digital experience, suggesting that the issue would be more severe for voters without
these personal resources to help them understand what is happening.” (Page 70)

“None of the participants could verify the ballot in the glass cage:

» Blind voters had no access to the ballot to use personal technology

» Low vision voters could not position the ballot so they could read the small text

* Other voters had problems reading the ballot because of glare and because the sides of
the ballot were obscured by the cage.

« Although it is possible to have the ballot ejected to handle it while verifying, the
procedure is unclear and it requires voters to tell the system they want to “Quit” and call
a poll worker.” (Page 74)

Participants in the accessibility study found the ExpressVote XL made it difficult to cast
write-in votes. For a vote for a write-in candidate to count, spelling must be perfect and
“[a]ll of the participants knew that a misspelled write-in would not be counted, but could
not figure out how to review what was typed.” (Pages 70-71, 86-87). Furthermore, the
ExpressVote XL did not allow participants to review any write-in votes through the audio
ballot because the text of the write-in is not encoded in the barcodes printed on the ballot
card. (Pages 73, 75, 88).

Voters relying on the audio ballot had significant issues with voting a “straight-
party” ticket. If a voter selects a single candidate outside the straight-party ticket,
the ExpressVote XL deselects all other candidates, without informing the audio-
guided voter. The accessibility testing report describes this problem as “not only a
failure to vote independently, but identifying and solving the problem requires
revealing their votes to a poll worker or assistant.” (Pages 68-69). The audio ballot
also “does not announce the party of each candidate. This made it impossible to
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complete tasks based on party, including confirming straight party
selections.” (Pages 83, 86).

The Pennsylvania Department of State’s accessibility testing report makes it clear that the
ExpressVote XL is not accessible for individuals with disabilities “in a manner that
provides the same opportunity for access and participation (including privacy and
independence) as for other voters.” Most importantly for these voters, it does not “permit
the voter to verify (in a private and independent manner) the votes selected by the voter
on the ballot before the ballot is cast and counted.”

10. The Stein Settlement

The ExpressVote XL violates the settlement in Stein v. Cortes:’

“2. The Secretary will only certify new voting systems for use in
Pennsylvania if they meet these criteria:

a. The ballot on which each vote is recorded is paper;

b. They produce a voter-verifiable record of each vote; and

c. They are capable of supporting a robust pre-certification auditing

process.

3. The Secretary will continue to direct each county in Pennsylvania to
implement these voting systems by the 2020 primaries, so that every
Pennsylvania voter in 2020 uses a voter-verifiable paper ballot.”

The ExpressVote XL does not provide the voter a paper ballot, as that term is defined by
25 P.S. § 3031.1. Instead, it provides a “ballot card.” A paper ballot is a piece of paper
with the options pre-printed, whereas a ballot card only prints a voter’s selection on blank
piece of paper. See id. (defining paper ballot as “a printed paper ballot which conforms in
layout and format to the voting device in use” and ballot card as “a card which is
compatible with automatic tabulating equipment and on which votes may be registered”).

Because the ExpressVote XL does not provide a paper ballot, Pennsylvania voters in
counties using the ExpressVote XL will not receive a voter-verifiable paper ballot in
2020, in contravention of the Stein settlement’s requirement that the Secretary “direct
each county in Pennsylvania to implement these voting systems by the 2020 primaries, so
that every Pennsylvania voter in 2020 uses a voter-verifiable paper ballot.”

7 Stein v. Cortes, No. 16-cv-06287, ECF No. 108 (E.D. Pa. Nov. 28, 2018), available at http://bit.ly/
SteinSettlement.
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City of Philadelphia
Procurement Department

PROVIDER AGREEMENT

THIS PROVIDER AGREEMENT is made as of May 13, 2019 (the
“Effective Date”) by and between the City of Philadelphia (the “City”), acting by and through its
Procurement Department, (referred to as “Department”), and Election Systems & Software, LLC

(“Provider”), a Delaware limited liability company with its principal place of business at 11208

John Galt Boulevard, Omaha, Nebraska 68137.

BACKGROUND

On February 20, 2019, under the authority granted to the Board of Elections
under Article III. Section 302 of the Pennsylvania Election Code, the Philadelphia Board of
Elections approved Provider’s ExpressVote XL voting machines with the DS450 Tabulation
System for use in Philadelphia elections. The City and Provider now desire that Provider furnish
to the City, the Services, and Deliverables specified in Exhibit PA-1 and any attachments thereto
(hereinafter, collectively referred to as “Exhibit PA-17), and elsewhere in the Contract Documents,
in accordance with the provisions of this Provider Agreement and all of the other documents and
exhibits, which together constitute the Contract Documents as defined in the General Provisions.
A copy of the General Provisions is attached hereto and incorporated herein by reference.

In consideration of the mutual obligations set forth herein, and intending to be

legally bound, the City and Provider covenant and agree as follows:

ARTICLE I: GENERAL TERMS

1.1 Incorporation of Backeround.

The Background is incorporated by reference herein.

PSC (C&I)
Rev. Date: June 2016
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ARTICLE II: DEFINITIONS

The following terms shall have the meanings set forth herein. Capitalized terms
not otherwise defined herein shall have the meanings set forth in the General Provisions or in the
text of this Provider Agreement.

2.1 City User(s).

“City User(s)” means the City’s employees, agents, consultants and/or contractors

whose duties require that they use and/or have access to the Services or Deliverables.

2.2 CPU, Computer.

“CPU” or “Computer” means computer Central Processing Unit.
2.3 Deliverables.
“Deliverables” means, collectively, the tangible items of work, as described in
Exhibit PA-1 and elsewhere in this Provider Agreement, that Provider is required to furnish as part
of its performance of this Provider Agreement, including, without limitation, all Equipment,
Software, Documentation and Materials required under this Provider Agreement.

2.4 Documentation.

“Documentation” means technical manuals, user’s manuals, operating
instructions, training materials (except training videos created by Provider which will be
considered works made for hire for the City) and other manuals and information published by
Provider for the Equipment and Software, including, without limitation, such manuals and
information that are set forth in Exhibit PA-1.

2.5 Equipment.

“Equipment” means Provider’s proprietary hardware or other Provider proprietary
equipment.

2.6 Materials.

“Materials” means, collectively, any and all materials and work product, tangible
and intangible, prepared or developed by Provider in connection with the performance of this
Provider Agreement, or for Provider by a Subcontractor in connection with the performance of
this Provider Agreement , including but not limited to reports, records, documents, documentation,
information, supplies, plans, original drawings, specifications, computations, sketches, renderings,

arrangements, videos, pamphlets, advertisements, statistics, data, computer tapes, and software.

PSC (C&I)
Rev. Date: June 2016
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2.7  Provider Firmware
“Provider Firmware” means Provider’s proprietary software which is included on
the Equipment.
2.8 Provider Software
“Provider Software” means Provider’s proprietary election software (including the
Provider Firmware), all Updates delivered to City under this Provider Agreement, as set forth in
Exhibit PA-1 and elsewhere in this Provider Agreement.
2.9 Services.

“Services” means the professional services and other services and work to be
furnished by Provider under this Provider Agreement, as specified in Exhibit PA-1 and elsewhere
in this Provider Agreement.

2.10  Software.
“Software” means the Provider Software (including the Provider Firmware) and
Third Party software, if any, to be furnished by Provider under this Provider Agreement, as set
forth in Exhibit PA-1 and elsewhere in this Provider Agreement.
2.11 Third Party Items.

“Third Party Items” means hardware, equipment and software manufactured and
developed by parties other than Provider.
2.12 Event of Force Majeure.

An “Event of Force Majeure” means an event that is beyond a Party’s control,
making performance of its obligations under this contract commercially impracticable, illegal, or
impossible, including, but not limited to: war, riots, fire, flood, tornado, snow storm, wind storm
hurricane, typhoon, earthquake, lightning, hail, explosion, prolonged shortage of energy supplies,
transportation delays or interruptions, labor strikes or disputes, utility or communication
interruptions and acts of a governmental authority prohibiting or impeding any party from

performing its respective obligations under this Provider Agreement.

ARTICLE III:
TERM:; TIME OF PERFORMANCE
3.1 Initial Term.

The initial term of this Provider Agreement shall commence on April 25, 2019 and

shall terminate on April 24, 2020 (the “Initial Term”), or such earlier date as the City may

PSC (C&I)
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determine in accordance with Articles XI (Events of Default), XII (Remedies) and XIII
(Termination) of the General Provisions. In no event shall the Initial Term be longer than twelve
(12) months.

3.2 Additional Terms.

This Provider Agreement may be amended by the City, in its sole discretion, in
accordance with Section 2.2 (Additional Terms) of the General Provisions. Except as stated
otherwise in Exhibit PA-1 or elsewhere in this Provider Agreement, all terms and conditions
applicable during the Initial Term shall apply to each Additional Term.

3.3 Time and Schedule for Performance.

Provider shall complete all Services and furnish all Deliverables within the time
specified in Exhibit PA-1. Provider shall carry out the work in accordance with the Schedule of

Performance set forth in Exhibit PA-1.

ARTICLE IV:
SERVICES AND DELIVERABLES

4.1 Services and Deliverables.

Provider shall perform and furnish the Services and Deliverables that are
described in Exhibit(s) PA-1 — PA-9 , in strict accordance with the descriptions of functionality
and performance set forth in such Exhibit(s); the specifications, documentation, and other
standards of performance set forth therein, and the Warranty Standards, as defined in Article VII
(Warranty), below.

ARTICLE V: COMPENSATION

5.1 Amount.

As total compensation for all Services and Deliverables required under this
Provider Agreement and accepted by the Responsible Official pursuant to Article VIII
(Acceptance) below, the City covenants and agrees to pay to Provider: Twenty Eight Million, Nine
Hundred Fifty Nine Thousand, Five Hundred and Two Dollars ($28,959,502). Provider’s
compensation shall include all charges for shipping and delivery of the Equipment, Software,
Documentation, and Deliverables at the City location designated in Exhibit PA-1.
Notwithstanding anything in this Provider Agreement to the contrary, in no event shall the amount
PSC (C&I)
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certified by the Finance Department for Services and Deliverables during the Initial Term or
Additional Terms exceed the maximum amount of Thirty Five Million Dollars ($35,000,000) per
term.

5.2 Manner of Payment.

(a) Payment shall be made after Provider’s timely submission of invoices to the
Responsible Official, in the number, form and content acceptable to the Responsible Official,
accompanied by such additional supporting data and documentation as the Responsible Official
may require. All payments to Provider are contingent upon satisfactory performance of the terms
and conditions of this Provider Agreement. Payments shall be made in accordance with the
Milestone Payment Schedule as set forth in Exhibit PA-1, shall be due and payable within forty-
five (45) calendar days from the date of City’s receipt of Provider’s corresponding invoice by
electronic mail transmission, and shall be subject to the provisions of §17-1702 of The Philadelphia
Code. Payment shall not be due or owing from the City to Provider for any of the Services and/or
Deliverables comprising a Milestone, as set forth in the Milestone Payment Schedule, unless or
until the City has issued its written statement of Conditional Acceptance for the Milestone in
accordance with Section 8.1, Conditional Acceptance. Provider shall submit its final invoice not
more than sixty (60) days from completion of the Services and delivery of Deliverables. All
payments to Provider shall be by checks drawn by the City Treasurer.

(b) The City reserves the right to withhold or offset against any funds payable
to Provider for any invoice for which the Responsible Official asserts a discrepancy exists or for
Provider’s failure to satisfactorily perform the terms of the Provider Agreement, as determined
solely by the City.

(©) Provider’s invoices shall be submitted by electronic mail transmission to

the following:

Melissa A. Scott Nick Custodio
Senior Project Manager, OIT Deputy Commissioner, Office of City
Commissioners
Melissa.A.Scott@phila.gov Nick.Custodio@phila.gov
With A Copy To: ITProcurement@phila.gov
PSC (C&I)
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53 Retainage for Provider Agreement Compliance.

The City shall retain twenty five percent (25%) of each payment due to Provider
until all Services and Deliverables are completed in accordance with this Provider Agreement and
are Finally Accepted by City in accordance with Article VIII (Acceptance), below. All such
retained amounts shall constitute the final payment due hereunder and shall become due and
payable thirty (30) days following such Final Acceptance.

ARTICLE VI:
LICENSE; CONDITIONS OF USE: TITLE

6.1 Power to License.

Provider represents and covenants that it has full power and authority to grant the
rights granted by this Provider Agreement to the City with respect to all Software and other
Deliverables furnished, without the consent of any other person or entity, and that such rights are
irrevocable.

6.2  License.

Subject to the terms and conditions of this Provider Agreement, and except as stated
otherwise in Section 6.5 below, Provider hereby grants, and shall require its Subcontractors to
grant, to the City a non-exclusive, non-transferable, license to use all Software, Documentation,
and other Deliverables that are proprietary to Provider or to a Subcontractor (collectively, the
“Provider’s Licensed Products”).

6.3 Third Party Licenses.

6.4 Conditions of Use.

Provider represents, and the City acknowledges such representation, that the
Software and Documentation contains valuable proprietary information. Except as stated
otherwise in Exhibit PA-1, the City’s use of the Software and Documentation shall be subject to

the following conditions:
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(a) The City may copy the Software and Documentation for safekeeping or
backup purposes; may make additional copies of the Software for use by the City Users as provided
in Exhibit PA-1; and may make additional copies of Documentation for use by the City Users;

(b) The City shall not reverse engineer, decompile, disassemble, re-engineer or
otherwise create, attempt to create, or permit, allow or assist others to create, the source code or
the structural framework for part or all of the Software, except as required through judicial process
or as necessary to conduct an audit or reconstruction of an election;

(c) The City shall not cause or permit any use, display, loan, publication,
transfer of possession, sublicensing or other dissemination of the Software or Documentation, in
whole or in part, to or by any third party including, but not limited to, any transfer of possession
to, or use of the Software or Documentation by any third party to perform any services for the City
(including, but not limited to, any coding, programming or ballot layout services) without
Provider’s prior written consent; or

(d) The City shall not allow a third party to cause or permit any copying,
reproduction or printing of any output generated by the Software (except finished ballots by ballot
printers selected by the City) in which Provider owns or claims any proprietary intellectual
property rights (e.g. copyright, trademark, patent pending or patent), including, but not limited to,
any ballot shells or ballot code stock.

Notwithstanding the foregoing restrictions set forth in Sections 6.4(c) and (d), the City may
do the following:

(1) Sell or otherwise transfer ownership of the Equipment to one or more other
counties or municipalities located within the Commonwealth of
Pennsylvania;

(11) Transfer Provider Software to one or more other counties or municipalities
located within the Commonwealth of Pennsylvania, subject to such
jurisdiction(s) entering into an appropriate license agreement with, and
paying corresponding license fees to, Provider;

(ii1))  Subject to an appropriate and agreed upon protective order, produce
Software or Documentation in response to a valid discovery request issued
pursuant to a subpoena issued by a court or legislative body of competent

jurisdiction or in response to a Right To Know Law Request to the extent
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such Software or Documentation is not otherwise exempt from disclosure
thereunder; and

(iv)  Utilize output generated by the Software in order to report election results
and/or produce ballot images as part of the City’s conduct of elections or in
response to a Right To Know Law Request to the extent that such ballot

images are not otherwise exempt from disclosure thereunder.

6.5 Title;: Ownership of Materials.

(a) Title and copyright to all Software and any reproductions thereof shall
remain with Provider, or where not proprietary to Provider, with the person(s) or entity(ies) that
have title and copyright thereto.

(b) Upon payment in full by the City, all Equipment and Materials provided
under this Provider Agreement shall be the sole and absolute property of the City and the City
shall have all right, title, and interest thereto and unrestricted use thereof. To the extent that any
Materials developed by or for Provider embody a copyrightable work (including, but not limited
to, a “compilation” as that term is used in 17 U.S.C. §101, as amended), the City and Provider
agree that such copyrightable work(s) shall be considered as one or more “works made for hire”
by Provider for the City, as that term is used in 17 U.S.C. §§101 and 201(b), as amended. To the
extent that any Materials developed by or for Provider embody one or more copyrightable works
but are neither a “compilation” nor any other form of “work made for hire,” Provider hereby
assigns, and agrees to execute instruments evidencing such assignment, all copyrights in all of
such works to the City. All the foregoing terms and conditions of this Section 6.5(b) shall apply
to all Materials furnished to Provider by a Subcontractor (in this Article VI only, the
“Subcontractor Deliverables™). Provider shall obtain from its Subcontractors the assignment of
all copyrights and other rights in the Subcontractor Deliverables that may be necessary for
Provider to comply with all terms and conditions of this Section 6.5(b) with respect to the
Subcontractor Deliverables.

(c) Software, Documentation, Deliverables and Materials owned by the City:

Any training videos created for the City of Philadelphia related to this Provider
Agreement.

PSC (C&I)
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ARTICLE VII: WARRANTY

7.1 Warranty; Warranty Standards.
Subject to the City’s timely payment of annual certified technician program,

firmware and software license and maintenance and support fees, for a period of five (5) years
following the City’s Final Acceptance of the Equipment and Software in accordance with Article
VIII (“Acceptance”) below, and with the option to renew for up to an additional 7 years subject to
the City’s timely payment of annual certified technician program, firmware and software
maintenance and support fees, (the “Warranty Period(s)”), Provider warrants that all Software,
Documentation, other Deliverables, and Services shall be free from material defects and errors and
shall function together as an integrated system in conformance with (1)-(5) following (collectively
the “Warranty Standards™): (1) the descriptions of functionality and performance and all other
standards of performance set forth in Exhibit PA-1 and elsewhere in the Provider Agreement; (2)
the Documentation; (3) Provider’s most current specifications for the Software; (4) any applicable
design documents prepared by Provider under the Provider Agreement, as approved and accepted
by the City; and (5) all acceptance and/or test criteria or standards of performance specified in
Article VIII (Acceptance) below, and or in Exhibit PA-1, including, without limitation, any such
criteria or standards of performance set forth in any “Test Plan(s)” (as defined in Article VIII
(Acceptance) below) that are accepted and approved by the City. Unless a Consumable (as
hereinafter defined) is found to be defective in materials or workmanship upon initial use by the
City within any documented usage periods as prescribed by Provider or a third party manufacturer,
the warranty shall not include the repair or replacement of any Equipment components that are
consumed in the normal course of operating the Equipment, including printer ribbons, printer
cartridges, paper rolls, ballots or ballot cards, batteries, removable media storage devices or
marking devices (collectively, “Consumables”). The City shall notify Provider of any defective
Consumables within thirty (30) calendar days after discovery of the defect and Provider shall
provide a like kind replacement as soon as reasonably practicable. Any repaired or replaced item
of Equipment or Software shall be warranted only for the unexpired term of the Warranty Period.
All replaced components of the Equipment or Software will become the property of Provider. This
warranty is effective provided that (a) the City notifies Provider as soon as reasonably practicable,
but in no event later than thirty (30) calendar days of the discovery of the failure of performance
or defect and is otherwise in compliance with its obligations hereunder, (b) the Equipment or
PSC (C&I)
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Software to be repaired or replaced has not been repaired, changed, modified or altered except as
authorized or approved by Provider, (c) the Equipment or Software to be repaired or replaced is
not damaged as a result of accident, theft, vandalism, neglect, abuse, use which is not in accordance
with instructions or specifications furnished by Provider or an Event of Force Majeure , and (d) the
City has installed and is using the most recent Update provided to it by Provider that is required to
correct a bug or defect and does not otherwise solely constitute optional enhancements available
to the City. This warranty is void for any units of Equipment which: (i) have not been stored or
operated in a temperature range according the specifications provided in Exhibit PA-1, (ii) have
been severely handled so as to cause mechanical damage to the unit, or (iii) have been operated or
handled in a manner inconsistent with reasonable treatment of an electronic product.

Provider has previously entered into an agreement to license to KNOWINK the
specifications necessary for KNOWINK’s electronic pollbook to interface with Provider’s
ExpressVote XL activation card printer (the “License Agreement”). Subject to KNOWiINK not
being in default under the License Agreement, Provider will continue to license to KNOWiNK the
specifications needed to enable KNOWiNK’s electronic pollbook to interface with Provider’s
ExpressVote XL during the Warranty Period. Provider will further enter into a Customer
Addendum with KNOWINK, as defined in the License Agreement, for the City of Philadelphia.
Provider warrants that pursuant to the License Agreement, it grants KNOWINK a license of its
specifications which, if used properly by KNOWiNK, shall allow KNOWIiNK to interface with
Provider’s activation card printer. Provider further covenants that it will work in good faith with
KNOWINK during the Warranty Period, to enable KNOWIiNK to utilize Provider’s specifications
to interface with Provider’s activation card printer.

7.2 Defects and Errors.

(a) During the Warranty Period, Provider shall furnish materials and Services
necessary to correct material defects and errors in the Software Documentation or Deliverables
and cause it to operate in accordance with the Warranty Standards at no cost to the City. Provider
shall respond to and commence diagnosis to correct errors, defects, and non-conformances with
the Warranty Standards following notice by the City in accordance with the standards set forth in
the Service Level Schedule attached hereto at Exhibit PA-5, which notice may be by telephone, or

email in accordance with email and telephone number provided by Section 19.1 (Notice) below.
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Provider shall correct errors, defects and non-conformances with the Warranty Standards in
accordance with Section 8.2 below.

(b) For purposes of this Article VII, a “material” defect or error shall be any
defect, error, or failure to conform to the Warranty Standards that prevents the tabulation,
accumulation and reporting of election results using or relying on the Equipment and/or Software,
or that would prevent the performance of functions or features of the Equipment and/or Software
on which the tabulation, accumulation and reporting of election results depend.

7.3 Limitation.

THE FOREGOING WARRANTY IS MADE EXPRESSLY IN LIEU OF ALL
OTHER EXPRESS AND IMPLIED WARRANTIES, INCLUDING, WITHOUT
LIMITATION, ANY IMPLIED WARRANTY OF FITNESS FOR A PARTICULAR
PURPOSE OR OF MERCHANTABILITY; PROVIDED, HOWEVER, THAT NOTHING
CONTAINED IN THIS ARTICLE VII SHALL LIMIT OR ALTER PROVIDER’S
INDEMNIFICATION AND OTHER OBLIGATIONS PROVIDED IN ARTICLE VIII
(INDEPENDENT CONTRACTOR; INDEMNIFICATION) OF THE GENERAL
PROVISIONS AND ARTICLES XVI (PATENT, COPYRIGHT AND OTHER
PROPRIETARY RIGHTS INDEMNITY) AND XVIII (CENTURY DATE STANDARD
AND YEAR 2000 COMPLIANCE) AND SECTION 6.1 (POWER TO LICENSE) OF THIS
PROVIDER AGREEMENT.

ARTICLE VIII: ACCEPTANCE

8.1 Acceptance.
(a) Conditional Acceptance. Within thirty (30) days following Provider’s

completion of all Services and Deliverables comprising a Milestone set forth in the Milestone
Payment Schedule (Attachment 1 to Exhibit PA-1), the City shall issue its written statement of
Conditional Acceptance to Provider for the Milestone, provided that all such work comprising the
Milestone conforms to the Warranty Standards as defined in Article VII (Warranty) above and
successfully completes all applicable Conditional Acceptance Tests (as defined in Section 8.1(c)
(Acceptance Tests; Test Plans) below). Payment shall not be due or owing from the City to
Provider for any of the Services and/or Deliverables comprising a Milestone unless or until the

City has issued its written statement of Conditional Acceptance for the Milestone.
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(b) Final Acceptance. Within thirty (30) days following successful completion

of Final Acceptance Tests (as defined in Section 8.1(c) (Acceptance Tests; Test Plans) below), the
completion of all other Services and Deliverables required under this Provider Agreement, and the
certification of the City’s November 2019 election using the Services and Deliverables provided
by the Provider, the City shall issue its written statement of Final Acceptance of the Services and
Deliverables, provided that the Services and Deliverables (1) function together as an integrated
system in conformity to the Warranty Standards and (2) meet all performance standards and criteria
set forth in the Test Plan(s) for the Final Acceptance Tests, as accepted and approved by the City.
Provider shall not be deemed to have performed the Services and Deliverables, nor shall the
payment of retainage for contract compliance be due to Provider, unless and until the Services and
Deliverables have been Finally Accepted by the City in writing after the certification of the City’s
November 2019 election using Services and Deliverables from Provider.

Notwithstanding the paragraph above, if an Event of Force Majeure occurs prior to the
November 2019 election, making the use of the Provider’s Equipment, Services and Deliverables,
impossible or impractical in November of 2019, Final Acceptance Tests shall only occur after
certification of the first primary or general election in which the City uses Provider’s Services,
Deliverables and Equipment.

(c) Acceptance Tests; Test Plans. The Services and Deliverables comprising

each Milestone in the Milestone Payment Schedule shall be subject to conditional acceptance
testing as approved and accepted by the City (the “Conditional Acceptance Tests”), and the
Services and Deliverables as an integrated system shall be subject to final acceptance testing as
approved and accepted by the City (the “Final Acceptance Tests”). No Conditional or Final
Acceptance Test or other test of the Services and Deliverables shall commence unless and until
Provider has delivered and the City has accepted and approved a written plan or plans setting forth
a test method and criteria and standards of performance that must be satisfied for the test to be
successful (the “Test Plan(s)”). The Test Plan(s) shall be Deliverables under this Provider
Agreement.

8.2 Conformance:; Correction Period.

If the City determines that any Services or Deliverables do not conform to the
Warranty Standards and/or other conditions of Acceptance set forth above in this Article VIII, and
notifies Provider of such non-conformance, Provider shall have the lesser of either (a) a period of
PSC (C&l)
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thirty (30) days after the City’s notice to remedy the non-conformance(s) or such other period of
time upon which the parties agree, or (b) the period of time between the City’s notice to remedy
and 5 days prior to the next general or primary election, unless a different period of time is agreed
upon by the parties (“Correction Period”). If the non-conformance(s) are not completely remedied
within the Correction Period, the Services and Deliverables may, at the City’s sole discretion, be
rejected, in whole or in part; upon return of the rejected Deliverables to Provider, the City shall
have no further payment or other obligation to Provider with respect thereto and in addition to any
other remedies that may be available to the City under the Provider Agreement, may terminate the
Provider Agreement and/or exercise its remedies under Articles XI (Events of Default), XII

(Remedies) and XIII (Termination) of the General Provisions.

ARTICLE IX:
MAINTENANCE AND SUPPORT SERVICES

9.1 Term and Cost of Maintenance and Support Services.

Provider will furnish maintenance and support services for the costs as described

in Exhibit PA-1.

ARTICLE X:
DEPOSIT OF DOCUMENTATION

10.1 Deposit of Source Code.

PSC (C&I)
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10.2  Custodian.

10.3 Escrow Agreement.

Provider shall designate the City as a preferred beneficiary under its existing escrow
agreement with the Custodian set forth above. Upon designation of the City as a preferred
beneficiary under Provider’s existing escrow agreement with the Custodian, this Provider
Agreement shall be deemed modified to incorporate the escrow agreement and to replace Sections
10.1 (Deposit of Source Code) and 10.2 (Custodian) above and 10.4 (Source Code Statement)

below by the terms and conditions thereof.

ARTICLE XI: PROVIDER SOFTWARE UPDATES

During the Initial Term and any renewals thereof, Provider may provide new releases,
upgrades or maintenance patches to the Provider Software, together with appropriate
Documentation (“Updates”) at no cost to the City on a schedule defined by Provider. Upon
notification from Provider, the City is responsible for obtaining any upgrades or purchases of Third
Party Items required to operate the Updates as well as the cost of any replacements, retrofits or

modifications to the Equipment which may be necessary in order to operate the Updates. All
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Updates shall be deemed to be Provider Software for purposes of this Provider Agreement upon
delivery. The City may install the Updates in accordance with Provider’s recommended
instructions or may request that Provider install the Updates. Provider may charge the City at its
then-current rates to (i) install the Updates; (ii) train the City on Updates, if such training is
requested by the City; or (iii) provide maintenance and support on the Provider Software that is
required as a result of the City’s failure to timely or properly install an Update. The City shall not
hold Provider responsible for any claim, damage, loss, judgment, penalty, cost, amount paid in
settlement or fee which is caused by the City’s failure to install and use the most recent Update
provided to it at no cost by Provider. If the City proposes changes in the Provider Software to
Provider, such proposals will become Provider’s property. Provider may, in its sole discretion,
elect to make or not to make such changes without reference or compensation to the City or any
third party. Provider represents to the City that the Updates will comply with all applicable state
law requirements at the time of delivery. The Provider shall be responsible for ensuring that it
provided only certified versions of Provider Software in accordance with applicable law to the
City. The City shall pay Provider for any Update which is required due to a change in state or local
law. In the event that any Updates are required due to changes in state or local law, Provider

reserves the right to charge the City for the following:

(1) the actual and documented total cost of any Third Party Items that are required in

order to operate the Updates; and/or

(i)  the actual and documented total cost of any replacements, retrofits or modifications
to the Equipment contracted for herein that may be developed and offered by Provider in

order for such Equipment to remain compliant with applicable laws and regulations; and
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The City shall pay Provider the agreed upon costs incurred for the design, development and
certification of any Update created solely for the City which is required due to a change in City

law or is otherwise requested or required by the City.

ARTICLE XII:
SOFTWARE DESCRIPTIONS,
EQUIPMENT COMPATIBILITY,
COMPLIANCE WITH LAWS

Provider shall submit to the City, upon written request, a statement identifying all
application and operating system software and the computer hardware with and on which the
Software is compatible and will operate in accordance with specifications. Subject to the City’s
obligations in accordance with Article XI above, Provider warrants to the City that the Equipment
and Software sold and licensed under this Provider Agreement will comply with all applicable
requirements of federal and state election laws and regulations that are mandatory and effective
during the Initial Term and any Additional Term of this Provider Agreement and will have been
certified by the appropriate state authorities for use in the Commonwealth of Pennsylvania. The
Equipment and Provider Software, including all components will be provided to the City with a
hardened network for the election management software (“EMS”), in accordance with the
guidelines of the United States Election Assistance Commission and any applicable guidelines in
the Commonwealth of Pennsylvania. During the Initial Term and any Additional Term of this
Provider Agreement, in the event the City fails to maintain EMS in the hardened network or allows
any internal or external access to the hardened network, the City agrees to assume any and all
liability therefor.

Provider is subject to all current and future directives issued by the Secretary of State of
the Commonwealth of Pennsylvania (“Secretary”). Provider is also subject to an audit and/or
investigation of its company and manufacturing facilities to ensure compliance with the
Secretary’s approval or certification of its equipment.

Equipment and Provider Software modifications or replacements necessary due to
decertification by either the Election Assistance Commission or the Commonwealth of
Pennsylvania or a field issue or anomaly occurring in any fielded system in the United States that
impacts the casting or tabulation of votes by City’s Equipment and Provider Software must be
provided to City at no cost or it must be replaced with a certified system at no cost. Provider shall
PSC (C&I)
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be liable to City for any and all reasonable costs incurred to obtain and utilize such replacement
voting systems and/or alternative voting methods for all elections occurring until the equipment is
re-certified, reapproved or City terminates this Provider Agreement for cause and procures new
equipment.

ARTICLE XIII:
RISK OF LOSS OR DAMAGE

13.1 Risk of Loss or Damage.

Provider and its insurers will relieve the City, for the period from the
commencement of Provider’s performance through the City’s Final Acceptance of the Services
and Deliverables (except Equipment) required under the Provider Agreement, as provided in
Article VIII (Acceptance) above, from all risks of loss or damage to the Software, Documentation
and other Deliverables (except Equipment) by providing the City with a replacement copy thereof,
upon written request by the City. Should it become necessary, during this period, to replace a tape,
disk, or other media containing Software, due to damage, loss, defective equipment, or other such
causes, there will be no charge for such replacement except for media and delivery costs; provided,
however, that this Section 13.1 shall not obligate Provider to furnish installation or other services
not provided in the Provider Agreement. Risk of loss for the Equipment shall pass to the City

upon delivery to the City’s designated location.

ARTICLE XIV: CHANGES

14.1 Changes in Scope of Services and Deliverables.
At any time during the Initial Term or any Additional Term of this Provider

Agreement, the City may make changes in any of the Services and Deliverables, within the general
scope of the Provider Agreement as set forth in Article IV (Services and Deliverables) of this
Provider Agreement, including, without limitation, the addition or deletion of Services and
Deliverables, and changes in the time of performance. All such changes shall be by written order
or request, as shown on the Project Change Control Form, an example of which is attached as
Exhibit PA-8 to this Provider Agreement, signed by the Responsible Official (“Change Order™).
If, in the judgment of the City, any such change causes an increase or decrease in the cost or the
time required for the performance of the Provider Agreement, an equitable adjustment of the

contract amount and/or time of performance will be made, subject to the following conditions: (a)
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In no event shall the City be liable to Provider for additional compensation for any alleged change
to the work for which the City has not issued a Change Order; (b) any claim by Provider for such
additional compensation or for an extension of the time of performance to perform a Change Order
must be made in writing within ten (10) calendar days from the date on which Provider received
the Change Order in accordance with Section 19.1 (Notice) below.

14.2  Extension of Time of Performance.

Provider shall be entitled to a reasonable extension of the time of performance, the
length of which shall be determined by the City, for delays to its performance that are in no way
the fault or responsibility of Provider; provided, however, that no such extension shall be granted
unless a written request, setting forth in detail the grounds therefor, is received by the City within
ten (10) calendar days following the events giving rise to such alleged delay. Provider's sole and
exclusive remedy for costs or damages arising from any delay to its performance, whether or not
caused by any act or omission of the City, Provider, or others, shall be an extension of the time of
performance, and in no event shall Provider be entitled to payment or compensation of any kind

from the City for any such costs or damages.

ARTICLE XV:
INSURANCE, SURETY BONDS

15.1 Insurance.
Unless otherwise approved by the City’s Risk Management Division in writing,

Provider shall, at its sole cost and expense, procure and maintain, or cause to be procured and
maintained, in full force and effect, the types and minimum limits of insurance specified below,
covering Provider’s performance of the Services and furnishing of the Deliverables. Provider shall
procure, or cause to be procured, all insurance from reputable insurers admitted to do business on
a direct basis in the Commonwealth of Pennsylvania or otherwise acceptable to the City. All
insurance herein, except the Professional Liability Insurance, shall be written on an “occurrence”
basis and not a “claims-made” basis. In no event shall Provider perform any Services or other
work until Provider has delivered or caused to be delivered to the City’s Risk Management
Division the required evidence of insurance coverages. All insurance coverages shall provide for
at least thirty (30) days prior written notice to be given to the City in the event coverage is

materially changed, cancelled or non-renewed. The City, its officers, employees, and agents, shall
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be named as additional insureds on the General Liability Insurance policy. Provider’s certificate
of insurance shall include a statement to the effect that the coverage afforded the City and its
officers, employees and agents, as additional insureds, will be primary to any other coverage
available to them and that no act or omission of the City, its officers, employees or agents shall
invalidate the coverage.

(a) WORKERS’ COMPENSATION AND EMPLOYERS’
LIABILITY INSURANCE

(1) Workers’ Compensation: Statutory limits

(2)  Employers’ Liability: $100,000 Each Accident -
Bodily Injury by Accident; $100,000 Each Employee
- Bodily Injury by Disease; and $500,000 Policy
Limit - Bodily Injury by Disease.

3) Other states insurance including Pennsylvania.
(b) GENERAL LIABILITY INSURANCE

(1) Limit of liability: ~ $1,000,000 per occurrence
combined single limit for bodily injury (including
death) and property damage liability; $1,000,000
advertising injury; $2,000,000 general aggregate and
$1,000,000 aggregate for products and completed
operations. The City may require higher limits of
liability if, in the City sole discretion, the potential
risk warrants.

(2) Coverage: Premises operations; blanket contractual
liability; personal injury liability; products and
completed operations; independent contractors;
employees and volunteers as additional insureds;
cross liability; and broad form property damage
(including completed operations).

(c) AUTOMOBILE LIABILITY INSURANCE

(1) Limit of liability: $1,000,000 per occurrence
combined single limit for bodily injury (including
death) and property damage liability.

(2) Coverage: Owned, non-owned and hired vehicles.

(d) PROFESSIONAL LIABILITY INSURANCE
PSC (C&I)
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(1

2

3)

Limit of liability: $1,000,000 with a deductible not
to exceed $50,000.

Coverage: Errors and omissions including liability
assumed under Provider Agreement.

Professional Liability Insurance may be written on a
claims-made basis provided that coverage for
occurrences happening during the performance of
the Services required under this Provider Agreement
shall be maintained in full force and effect under the
policy or “tail” coverage for a period of at least two
(2) years after completion of the Services.

(e) CYBER LIABILITY INSURANCE:

(D)
2)

€)

Limit of Liability: $1,000,000 Per Claim/Aggregate.

Coverage: Information security and privacy liability
that arise from the Agreement, including but not
limited to: data while in transit or in the possession
of any third parties hired by the Provider (such as
data back-up services) to electronic system; loss of,
damage to or destruction of electronic data breaches
arising from the unauthorized access or exceeded
access; or malicious code, viruses, worms or
malware; electronic business income and extra
expense as a result of the inability to access website
due to a cyber attack or unauthorized access; Privacy
Notification Extra Expense Coverage (including
Credit Monitoring Expense).

Insurance may be written on a claims-made basis
provided that any retroactive date applicable to
coverage under the policy precedes the effective date
of this Agreement; and that continuous coverage will
be maintained or an Extended Discovery Period will
be purchased for a period of at least two (2) years
after expiration or termination of this Agreement.

15.2 Evidence of Insurance Coverage.

Certificates of insurance evidencing the required coverages must specifically

reference the City contract number for which they are being submitted. The original certificate of

insurance must be submitted to the City's Risk Manager at the following address:
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The City of Philadelphia

Office of the Director of Finance

Division of Risk Management

1515 Arch Street, 14™ Floor

Philadelphia, PA 19102-1579

(Fax No.: 215-686-1705).
A copy of the certificate of insurance shall be submitted to the Responsible Official at the address
of the Department set forth in Section 19.1 (Notice) below. Both submissions must be made at
least ten (10) days before work is begun and at least ten (10) days before each Additional Term.
The City, in its sole discretion, may waive the ten (10) day requirement for advance documentation
of coverage in such situations where such waiver will benefit the City, but under no circumstances
shall Provider actually begin work (or continue work, in the case of an Additional Term) without
providing the required evidence of insurance. The actual endorsement adding the City as an
additional insured must specifically reference the City contract number and be submitted to the
City's Risk Management Division at the above address. The City reserves the right to require
Provider to furnish certified copies of the original policies of all insurance required under the

Provider Agreement at any time upon (10) days written notice to Provider.

15.3 Self-Insurance.

Provider may not self-insure any of the coverages required under the Provider
Agreement without the prior written approval of the Responsible Official and the City’s Risk
Manager. In the event that Provider desires to self-insure any of the coverages listed above, it shall
submit to the Responsible Official and the City’s Risk Management Division, prior to Provider’s
commencement of Services or furnishing of any Deliverables hereunder, a certified copy of
Provider’s most recent audited financial statement, and such other evidence of its qualifications to
act as a self-insurer (e.g., state approval) as may be requested by the Responsible Official or the
City’s Risk Manager. In the event the City grants such approval, Provider understands and agrees
that the City, its officers, employees, and agents shall be entitled to receive the same coverages
and benefits under Provider’s self-insurance program that they would have received had the
insurance requirements set forth above been satisfied by a reputable insurer admitted and duly
authorized to do business in the Commonwealth of Pennsylvania or otherwise acceptable to the
City. If at the time of commencement of the Term of this Provider Agreement, Provider self-

insures its professional liability and/or workers’ compensation and employers’ liability coverage,
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Provider may, in lieu of the foregoing, furnish to the City a current copy of the state certification
form for self-insurance or a current copy of the State Insurance Commissioner’s letter of approval,
whichever is appropriate. The insurance (including self-insurance) requirements set forth herein
are not intended and shall not be construed to modify, limit, or reduce the indemnifications made
in this Provider Agreement by Provider to the City, or to limit Provider’s liability under this
Provider Agreement to the limits of the policies of insurance (or self-insurance) required to be
maintained by Provider hereunder.

15.4  Performance Bond.

Prior to commencing performance of the Provider Agreement, Provider shall
furnish to the City a fully executed original performance bond, as prepared by the City and in a
form approved by the City Solicitor, in an amount equal to fifty (50) per cent of the total payment
amount set forth in Section 5.1 (Amount) above, and having as surety thereon such surety company

or companies as are approved by and acceptable to the City.

ARTICLE XVI:
PATENT, COPYRIGHT AND OTHER
PROPRIETARY RIGHTS INDEMNITY

16.1 Indemnification.

(a) Provider warrants that to the best of its knowledge, all Provider Software,
Documentation, Services, and Deliverables do not and will not infringe upon or violate any patent,
copyright, trade secret or other proprietary rights of any third party. In the event of any claim, suit
or action by any third party against the City, the City shall promptly notify Provider in writing and
Provider shall defend such claim, suit or action at Provider’s expense, and Provider shall indemnify
the City against any actual and documented loss, cost, damage, expense or liability arising out of
such claim, suit or action (including, without limitation, reasonable litigation costs and counsel
fees) whether or not such claim, suit or action is successful.

(b)  Provider will not, however, be responsible for such loss, cost, damage,
expense or liability if infringement is finally determined by a court of competent jurisdiction to be
the sole result of (1) the City’s modification of the Software or its use of the Software in a manner
not intended by the Parties, that is not compliant with its federal and state certified configuration,

or that is not otherwise clearly contemplated by this Provider Agreement; (2) the City’s failure to
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use corrections or enhancements made available by Provider that do not materially alter the
functionality of the Software as it exists at the time furnished; (3) the City’s distribution or
marketing of the Software to third parties for revenue producing purposes (which is strictly
prohibited under Provider’s licensing terms); or (4) the act or omission of the third party supplier
of a software product used in combination with the Software but not furnished by Provider under
this Provider Agreement. Prior to such final determination, however, Provider shall remain fully
responsible, at its expense, for the defense and indemnification of any infringement claim in
accordance with this Article XVI; provided, that if the claimed infringement is finally determined
to be solely the result of one or more of (1)-(4), the City will reimburse Provider for its reasonable
expenses (including reasonable litigation costs and attorneys fees) incurred therein.

16.2 Infringing Software.

If the Provider Software is, or in Provider’s reasonable judgment is likely to be,
held to constitute an infringing product, Provider shall at its expense and option either: (1) procure
the right for the City to continue using the Provider Software, (2) replace the Provider Software
with a non-infringing equivalent, (3) modify the Provider Software to make it non-infringing,
provided that the modification does not materially alter the functionality of the Provider Software
or the City agrees to and accepts the modification in writing; or (4) in the event Provider is ordered
by a court of competent jurisdiction to remove the Provider Software, and all right of appeal or
stay is exhausted as to such order, accept return of the Provider Software and refund to the City a
prorated amount paid by the City to Provider pursuant to this Provider Agreement based upon the
number of full months remaining within the term for which the City has previously paid a license
fee for the Provider Software.

16.3 Exclusive Remedy.

The foregoing remedies constitute the City's sole and exclusive remedies and
Provider's entire liability with respect to infringement of proprietary rights. To receive the
foregoing indemnity, the City must promptly notify Provider in writing of an infringement claim
or suit, provide reasonable cooperation (at Provider’s expense), and full authority to Provider to
defend or settle the claim or suit. Provider will have no obligation to indemnify the City under
any settlement made without its written consent.

16.4 Relationship with Section 8.2 (Indemnification) of the General Provisions.

PSC (C&I)
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The indemnification requirements set forth in this Article XVI apply only to the
specific subject matter hereof. With respect to any and all other losses, costs (including, but not
limited to, litigation and settlement costs and counsel fees), claims, suits, actions, damages,
liability and expenses, subject to the following provisions of this Section 16.4, the requirements
set forth in Section 8.2 (Indemnification) of the General Provisions shall apply. (a) Neither the
City nor Provider, its partners, principles, and employees shall be liable for more than the greater
of $500,000 or one times the total contract amount for any actions, damages, claims, liabilities,
costs, expenses or losses in any way arising out of or relating to the Software, Services and
Deliverables provided hereunder. Notwithstanding the foregoing, this limitation shall not apply
to liability for damages resulting from loss of life, bodily injury or damage to real and/or tangible
personal property and/or infringement of proprietary right, as set forth in Article X of the Provider
Agreement. (b) Nothing herein shall waive or amend any defense or immunity that the City, its
officers, agents or employees may have under the PA Political Subdivision Tort Claims Act, 42

Pa.C.S.A. 8541 et. seq.

By entering into this Provider Agreement, the City agrees to accept responsibility for (a) the
selection of, use of and results obtained from any equipment, software or services not provided by
Provider and used with the Equipment or Software, with the exception of the responsibilities
related to KNOWINK, LLC described in Section 7.1 of this Provider Agreement; or (b) user errors,
voter errors or problems encountered by any individual in voting that are not otherwise a result of
the failure of Provider to perform. Provider shall not be liable under this Provider Agreement for
any claim, damage, loss, judgment, penalty, cost, amount paid in settlement or fee that is caused
by (c) the City’s failure to properly install and use the most recent Update provided to it by Provider
before the City’s next election following Provider’s provision of the Update to the City, or (d) the
City’s election not to receive, or to terminate, the hardware maintenance services or the software
license and maintenance and support services available hereunder. The parties hereby specifically
agree that this Section 16.2 of the Provider Agreement shall control to the extent of any conflict
with Section 8.2 of the General Provisions. The parties hereby specifically agree that this Section
16.4 of the Provider Agreement shall control to the extent of any conflict with Section 8.2 of the

General Provisions.
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ARTICLE XVII:
CONFIDENTIALITY

17.1 Non-Disclosure.

Provider and its employees, agents, Subcontractors, suppliers, and any person or
entity acting on its behalf (i) will maintain in strict confidentiality all of the “City Data,” as defined
and set forth in Section 17.2; (i1) will not, without the City’s written permission, divulge, disclose,
communicate, or distribute any of the City Data to any person or entity except as may be strictly
necessary to perform the Provider Agreement; (iii) will not, without the City’s written permission,
in any way use any of the City Data for their businesses or other advantage or gain (except as may
be necessary to perform the Provider Agreement), including, without limitation, any use of the
City Data in any presentation, demonstration, or proposal to perform work, to the City or to others,
that may be conducted or created as part of their business activities or otherwise; (iv) will,
immediately upon the City's Final Acceptance of the Services and Deliverables required under the
Provider Agreement under Article VIII (Acceptance) above, return all City Data to the City,
destroy any and all copies of any City Data that are in their possession, whether on paper or in
electronic or other form, and if requested by the City in writing, will certify in writing that there
has been full compliance with this Section 17.1.

17.2 The City Data.

Except as provided otherwise in this Section 17.2, the City Data shall include any
and all of the following, whether in electronic, microfilm, microfiche, video, paper, or other form,

and any copies or reproductions thereof:

(a) Any and all other records, documents, and data furnished by the City to
Provider in relation to the work required under the Provider Agreement; and

(b) All Materials and other work product(s) and items of work specifically
created by Provider for the City as part of the work required under the
Provider Agreement.

The City Data shall not, however, include any information which:

Was known to Provider, prior to the commencement of its
performance of the Provider Agreement, free of any obligation to
keep it confidential, and/or is proprietary to Provider; or

PSC (C&I)
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Was generally known to the public at the time of receipt by Provider, or
becomes generally known to the public through no act or omission of
Provider; or

Was independently developed by Provider without knowledge or
use of any City Data; or

Is required to be disclosed by law or judicial process.

17.3  The terms and conditions of this Article XVII shall be in addition to, and not in lieu
of, the terms and conditions set forth in Article IX (Confidentiality) of the General Provisions.

17.4 In the event of any actual or threatened breach of any of the provisions of this
Article XVII, and in addition to any other remedies that may be available to the City in law or
equity, the City shall be entitled to a restraining order, preliminary injunction, permanent
injunction, and/or other appropriate relief to specifically enforce the terms of this Article XVIL
Provider agrees that a breach of the terms of this Article XVII would cause the City injury not
compensable in monetary damages alone, and that the remedies provided herein are appropriate
and reasonable.

17.5 Provider's obligations set forth in this Article XVII shall survive the termination of
the Provider Agreement.

ARTICLE XVIII:
DATE STANDARD

Provider represents and warrants that all Provider Software furnished under the

Provider Agreement will conform to the following City of Philadelphia Century Date Standard:

(a) General Integrity. No value for “current date” will cause interruptions in

the operation of the Provider Software after any date.

(b) Date Integrity. All manipulations of time-related data (including, without
limitation, dates, durations, days of the week, month, and the year) will produce results that
conform to Provider’s specifications for the Provider Software for all valid date values within the

application domain.
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(c) Source code. Source code for the Provider Software shall comply with the

standard set forth in Federal Information Processing Standard Publication 4-2 (FIPS PUB 4-2),

Representation of Calendar Date for Information Interchange, and other relevant and current date
standards

Provider shall, at no cost to the City, repair any Provider Software that does not conform

to the standards set forth in (a)-(c) and cause it to conform to such standards, or shall replace the

Provider Software with software that does conform to such standards.

ARTICLE XIV:
MISCELLANEOUS PROVISIONS

19.1 Notice.
Any notice required or permitted to be given under the Provider Agreement shall
be given in writing and shall be personally delivered by hand with receipt obtained, by a national
overnight express carrier (such as Federal Express), by facsimile, sent by registered or certified

United States mail, return receipt requested, or by computer modem addressed as follows:

IF TO THE CITY:

Attn.: Melissa A. Scott,

Senior Project Manager, OIT
1234 Market Street, 18th Floor

Philadelphia, PA 19107

E-Mail
Melissa.A.Scott@phila.gov

IF TO PROVIDER:

Election Systems & Software, LLC
11208 John Galt Boulevard
Omabha, Nebraska 68137

Attn.: Office of General

Counsel Fax No.: (402) 970-
1291 E-Mail :legal@essvote.com
PSC (C&I)
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19.2 Interpretation; Order of Precedence.

In the event of a conflict or inconsistency between the terms of this Provider

Agreement and any term, condition or provision contained in any Exhibit hereto, or any attachment

to such Exhibit (including, without limitation, any Proposal of Provider), the terms of this Provider

Agreement shall govern.

19.3  Other Provisions.

Other provisions, including, without limitation, MBEC participation commitments

and exceptions to the General Provisions of the Provider Agreement, are set forth in the following

Exhibits attached to this Provider Agreement, and incorporated in the Provider Agreement by

reference:

(1)

)
3)
“4)
)
(6)

()

PSC (C&I)
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Exhibit PA-1 Attachments:

(1)
(i1)
(iii)
(iv)
(v)
(vi)
(vii)
(viii)
(ix)
x)
(x1)

Exhibit PA-2:
Exhibit PA-3:
Exhibit PA-4:
Exhibit PA-5:
Exhibit PA-6:

Exhibit PA-7:

Attachment 1: Milestone Payment Schedule
Attachment 2: Project Schedule
Attachment 3: Weekly Status Report
Attachment 4: Customer Site Survey
Attachment 5: Installation-Checklist ExpressVote
Attachment 6: Installation-Checklist- DS450
Attachment 7: User Conditional Acceptance Testing
Attachment 8: Training Acknowledgement Form
Attachment 9: EMS Network Installation Checklist
Attachment 10: EMS Standalone Checklsit
Attachment 11: RACI Chart
MBEC Participation Commitments
Exceptions to General Provisions
Pricing Schedule
Service Level Schedule
Certified Technician Hardware Maintenance
Services and Software License

Third Party Software
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(8) Exhibit PA-8: Project Change Control Form
9) Exhibit PA-9: Maintenance and Support Services

19.4 Acknowledgement of the General Provisions.

Provider specifically acknowledges that Provider has read and understands the
terms and conditions contained in the General Provisions and acknowledges that by executing this
Provider Agreement, Provider will be legally bound by all the terms of this Provider Agreement,
including, but not limited to, those set forth in the General Provisions that are not otherwise

amended in Exhibit PA-3, Exceptions to General Provisions.

--- The Remainder of This Page Is Intentionally Left Blank ---
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IN WITNESS WHEREOF, the Parties hereto, intending to be legally bound by all of the Contract
Documents, have caused this Provider Agreement to be executed by their respective duly

authorized officers as of the date in the first paragraph of this Provider Agreement.

APPROVED AS TO FORM THE CITY OF PHILADELPHIA
MARCEL S. PRATT, CITY SOLICITOR Through:
DocuSigned by: DocuSigned by:
per:| (furistepleer Malcarney By: @Mﬂ\&w
SBCIFBBOFBFE4GS... 31897EBTTBEC4BE. .
Name: Christopher Malcarney Name: Monique Nesmith-Joyner, Interim Commiss

Title: Divisional Deputy City Solicitor Title: Interim Procurement Commissioner

ELECTION SYSTEMS & SOFTWARE, LLC

DocuSigned by:

By: | Kichard 3. Jablonsti

SE33CH49720E400..

Name: Richard 3. Jablonski

Title: VP of Finance

Witness

DocuSigned by:

By: | €nic Dndurson

HESBABADZATABE .

Name: Eric Anderson

Title: Vice President and General Counsel
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City of Philadelphia
Election Systems Solution

Statement of Work — City of Philadelphia / ES&S
Voter Tabulation System
Dated: March 28, 2019

Version: 3.0

Election Systems & Software, LLC (ES&S)

11208 John Galt Boulevard, Omaha, NE 68137 ||
www.essvote.com | | 402.593.0101
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Copyright

Copyright © Election Systems & Software. All rights reserved. No part of this publication may be reproduced,
transmitted, transcribed, stored in a retrieval system, or translated into any language, in any form or by any
means, electronic, mechanical, photocopying, recording, or otherwise, without prior written permission. All
copyright, confidential information, patents, design rights and all other intellectual property rights of whatsoever
nature contained herein are and shall remain the sole and exclusive property of ES&S. The information furnished
herein is believed to be accurate and reliable. However, no responsibility is assumed by ES&S for its use, or for any
infringements of patents or other rights of third parties resulting from its use. ES&S’ name and logo are
trademarks.

Privacy Notice

This document contains confidential and proprietary information and this information should not be viewed or
shared with anyone without proper authorization. Authorization can be provided only by the City of Philadelphia.

Disclaimer

The information contained in this document is proprietary and the exclusive property of the City of Philadelphia
except as otherwise indicated. No part of this document, either in whole or in party, may be reproduced,
transmitted, or used without explicit prior authorization from the City of Philadelphia.
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City of Philadelphia, Election Systems Solution

INTRODUCTION

The City of Philadelphia has selected Election System & Software (ES&S) to provide an Elections System
Solution replacing the City of Philadelphia’s voting equipment and election management system with a
single, integrated system allowing for automation and full integration between polling place and voting
site equipment

This Statement of Work (“SOW”) describes scope, deliverables, milestones, timelines, requirements, risks,
and assumptions required to complete this effort, referred to as the “Project”. ES&S shall be responsible
for delivery, installation, training, assisting in user Conditional Acceptance testing and logic and accuracy
testing, project management, all agreed upon election related support.

OBIJECTIVES

e  To successfully implement the ExpressVote XL™ Full-Faced Universal Voting System (ExpressVote XL)
solution in the City of Philadelphia for first use through the certification of the November 5, 2019
Municipal General Election.

e To successfully implement the DS450® High-Throughput Central Tabulators (DS450) for first use in the
November 5, 2019 Municipal General Election.

e To collaborate with the City staff on all Project deliverables, timelines and final scope of work
including a pilot proof of concept.

e To support KNOWINK in their development of an interface between their pollbook and the
ExpressVote XL activation card printer

CUSTOMER CONFIDENTIAL — CONTAINS PRODUCT INFORMATION OR PROCEDURES THAT DERIVE INDEPENDENT ECONOMIC VALUE. APPROVED FOR CUSTOMER USE ONLY.

STATEMENT OF WORK — CITY OF PHILADELPHIA / ES&S
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City of Philadelphia, Election Systems Solution

ScoPE OF WORK

The scope of the Project is to supply the contracted products, services and resources to successfully
transition the City of Philadelphia from their existing election management system to ES&S’ voter
tabulation system.

ES&S Project Team will collaborate with the City of Philadelphia Project stakeholders to complete all steps
for the implementation of a new election management system. The Project will include the installation,
training and support of all equipment and software. The basis for the scope of the Project is the contract
between ES&S and the City of Philadelphia including milestones, deliverables and tasks that are further
detailed in the Project Management Plan set forth.

Attachment 2 Project Schedule, is attached hereto and incorporated herein by this reference. The Project
Schedule defines all specific hardware, software and service deliverables and will be documented by the
ES&S Project Team with continual review from the City of Philadelphia.

The Project shall follow the prescribed five (5) phases outlined by the City of Philadelphia: Initiation,
Planning, Executing, Monitoring and Closing including but not limited to the final acceptance in
connection with the November 5, 2019 Municipal Election.

Major Project deliverables include:

1. Project Management Services as defined by the Project Management Institute (PMI)
2. Delivery and Installation

a. ExpressVote XL Delivery and Installation

b. DS450 Delivery and Installation

c. ExpressVote XL Ballot Activation Printer Delivery and Installation
3. Hardware Conditional User Acceptance

a. ExpressVote XL Conditional User Acceptance

b. ExpressVote XL Ballot Activation Printer Conditional User Acceptance

c. DS450 Conditional User Acceptance
4. Training and Documentation
5. Delivery and Installation of EMS System

a. Evaluate existing City of Philadelphia Network

b. Election Management System 3™ Party Component Installation

c. Election Management System 3" Party Component User Conditional Acceptance
6. Election Support Services (including but not limited to)

a. Pilot election testing

b. Logic and accuracy testing

c. Election Day field support and post-election support

d. Certification of Election

Except as specifically provided otherwise in this SOW, all products, services and resources provided by
ES&S hereunder shall conform to the specifications set forth in the ES&S Proposal submitted to the City of
Philadelphia in response to the RFP issued.

CUSTOMER CONFIDENTIAL — CONTAINS PRODUCT INFORMATION OR PROCEDURES THAT DERIVE INDEPENDENT ECONOMIC VALUE. APPROVED FOR CUSTOMER USE ONLY.
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City of Philadelphia, Election Systems Solution

DELIVERABLE 1: PROJECT MANAGEMENT

Project management is an ongoing joint effort between the City of Philadelphia and ES&S. The resources
necessary to successfully implement and maintain the new systems referenced in this SOW for the time
periods outlined for each respective area are set forth in this SOW under Resource Requirements. Project
Management services include developing and maintaining the following work products:

a.

b.

e.

f.

Project Schedule

Issue and Risk Management Plan
Communications Plan

Change Control Plan

Scope Management Plan

Escalation Procedures

Project Schedule Milestones:

Milestone: The completion of the Project kickoff meeting is a Project milestone and has a milestone
payment associated with these tasks.

The below Project Schedule milestone for this deliverable is outlined in the attached Project Schedule
along with the assigned subtasks. Please refer to the Project Schedule for a full overview of tasks,
deliverable timeline, and assigned resources in the following section

Project Initiation & Management

CUSTOMER CONFIDENTIAL — CONTAINS PRODUCT INFORMATION OR PROCEDURES THAT DERIVE INDEPENDENT ECONOMIC VALUE. APPROVED FOR CUSTOMER USE ONLY.
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City of Philadelphia, Election Systems Solution

PROJECT RESOURCE REQUIREMENTS

ES&S ORGANIZATIONAL CHARTS

Tom Burt
CEO
I 1
Jim Schmidt Judd Ryan
Sr. VP Operations & Sr. VP Corporate
Manufacturing Sales
Linda Bennett
Gene Seets
VP of Account VP Corporate Sales
Management
Guy Riner Christine Valeriano
Regional Account Regional Sales
Manager Manager

Joe Mcintyre Nova Gunn/lan Tara Doughty
Account Manager Rothenberg Project Trainer
Manager

Christopher "Cutter”
Houck

Account Manager

J

Wil Wesley

Project Manager
Assistant

John Lento

Project Manager
Assistant
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